
D at e: W e d n e s d a y, 1 2t h F e br u ar y 2 0 2 0

O ur R ef: M B/ S S F OI 4 2 1 6

Si d W at ki n s B uil di n g
L o w er L a n e
F a z a k erl e y

Li v er p o ol L 9 7 B B
T el: 0 1 5 1 5 2 5 3 6 1 1
F a x: 0 1 5 1 5 2 9 5 5 0 0

Dir e ct Li n e: 0 1 5 1 5 5 6 3 0 3 8

R e: Fr e e d o m of I nf or m ati o n R e q u e st F OI 4 2 1 6

W e ar e writi n g i n r e s p o n s e t o y o ur r e q u e st s u b mitt e d u n d er t h e Fr e e d o m of I nf or m ati o n A ct, r e c ei v e d i n t hi s offi c e o n

2 8t h J a n u ar y 2 0 2 0.

Y o ur r e q u e st w a s a s f oll o w s:

1.      St a n d ar d Fir e w all ( N et w or k) - Fir e w all s er vi c e pr ot e ct s y o ur c or p or at e N et w or k fr o m u n a ut h ori s e d a c c e s s a n d

ot h er I nt er n et s e c urit y t hr e at s

1. M a n a g e d i n- h o u s e ( wit h h ar d w ar e s u p p ort vi a 3r d p art y)

2. A p pr o x. £ 8 5 0

3. H ar d w ar e s u p p ort a n d s oft w ar e u p d at e s

4. Pl e a s e s e e st at e m e nt b el o w*

5. 0 4/ 0 3/ 2 0 2 1

6. 0 5/ 0 3/ 2 0 1 7

7. A s a b o v e

8. H e a d of I M & T

9. N/ A

* W e c o n si d er t h at if t h e d at a y o u h a v e r e q u e st e d w er e t o b e c o m bi n e d wit h ot h er i nf or m ati o n w hi c h m a y b e a v ail a bl e i n

t h e p u bli c d o m ai n, t h er e w o ul d li k el y t o b e a n i n cr e a s e d ri s k of a c y b er- s e c urit y att a c k u p o n t h e Tr u st.

If di s cl o s e d, s u c h i nf or m ati o n c o ul d b e u s e d t o i d e ntif y w a y s i n w hi c h o ur c o m p ut er s y st e m s c o ul d b e br e a c h e d.  P ati e nt

d at a a s w ell a s ot h er c o nfi d e nti al i nf or m ati o n c o ul d t h er ef or e b e a c c e s s e d.  T h e Tr u st h a s a d ut y t o pr ot e ct s u c h

i nf or m ati o n i n li n e Arti cl e 5 ( 1)(f) (i nt e grit y a n d c o nfi d e nti alit y) of t h e G e n er al D at a Pr ot e cti o n R e g ul ati o n s.

A s p art of t h e Criti c al N ati o n al I nfr a str u ct ur e f or t h e N H S, t h e Tr u st h a s a d ut y t o pr ot e ct t h e i nt e grit y of o ur s y st e m s. 

T h e di s cl o s ur e of t h e i nf or m ati o n r e q u e st e d c o ul d e x p o s e w e a k n e s s e s i n o ur s y st e m s a n d l e a d t o br e a c h e s, m a ki n g t h e

U K or it s citi z e n s, i n t hi s c a s e o ur p ati e nt s, m or e v ul n er a bl e t o s e c urit y t hr e at.  A s s u c h, w e c o n si d er it t o b e e x e m pt

u n d er S e cti o n 3 6 – Pr ej u di c e t o eff e cti v e c o n d u ct of P u bli c Aff air s ( 3 6 ( 1 b)( 2 c) of t h e F OI A, w hi c h e x e m pt s i nf or m ati o n

w h er e r el e a s e of t h e i nf or m ati o n w o ul d ot h er wi s e pr ej u di c e, or w o ul d b e li k el y ot h er wi s e t o pr ej u di c e, t h e eff e cti v e

c o n d u ct of P u bli c Aff air s. 

 

S e cti o n 3 6 i s a q u alifi e d e x e m pti o n; t h er ef or e t h e p u bli c i nt er e st i n wit h h ol di n g t h e i nf or m ati o n s h o ul d o ut w ei g h t h e

p u bli c i nt er e st i n it s di s cl o s ur e.  

T h e Tr u st h a s a p pli e d t h e p u bli c i nt er e st t e st a n d b eli e v e s t h at di s cl o s ur e of t hi s i nf or m ati o n c o ul d l e a d t o: 

•	 Br e a c h e s i n Tr u st s e c urit y a n d i s t h er ef or e a r e a s o n a bl e t hr e at t o t h e c o nfi d e nti al p ati e nt d at a h el d o n o ur s y st e m s.

•	 T e m p or ar y or l o n g t er m l a c k of a v ail a bilit y of I T s y st e m s

A S M O K E F R E E SI T E w w w.t h e w alt o n c e ntr e. n h s. u k



•	 C orr u pti o n/l o s s of p ati e nt d at a w hi c h w o ul d pr e v e nt or i nt err u pt pr o vi si o n of p ati e nt c ar e.

T h er e i s a str o n g p u bli c i nt er e st i n pr ot e cti n g t h e c o nfi d e nti alit y of p ati e nt d at a a n d of e n s uri n g t h at h e alt h c ar e s er vi c e s

c a n b e pr o vi d e d t o t h e p u bli c wit h o ut i n cr e a si n g t h e p o s si bilit y of att a c k b y h a c k er s or m al w ar e, or of p utti n g p er s o n al or

ot h er i nf or m ati o n h el d o n t h e s e s y st e m s at ri s k of c orr u pti o n or s u bj e ct t o ill e g al a c c e s s. F or t h e s e r e a s o n s, t h e Tr u st

h a s d e ci d e d t h at it i s i n t h e p u bli c i nt er e st t o wit h h ol d t hi s i nf or m ati o n at t hi s ti m e.

2.      A nti- vir u s S oft w ar e A p pli c ati o n - A nti- vir u s s oft w ar e i s a pr o gr a m or s et of pr o gr a m s t h at ar e d e si g n e d t o pr e v e nt,

s e ar c h f or, d et e ct, a n d r e m o v e s oft w ar e vir u s e s, a n d ot h er m ali ci o u s s oft w ar e li k e w or m s, tr oj a n s, a d w ar e, a n d m or e.

1. C C S M e di a

2. A p pr o x. £ 5, 0 9 6

3. Li c e n s e, u p gr a d e s a n d s oft w ar e s u p p ort

4. Pl e a s e s e e st at e m e nt b el o w*

5. 2 7/ 0 6/ 2 0 1 9

6. 2 6/ 0 6/ 2 0 2 0

7. A s a b o v e

8. H e a d of I M & T

9. 7 0 0

* W e c o n si d er t h at if t h e d at a y o u h a v e r e q u e st e d w er e t o b e c o m bi n e d wit h ot h er i nf or m ati o n w hi c h m a y b e a v ail a bl e i n

t h e p u bli c d o m ai n, t h er e w o ul d li k el y t o b e a n i n cr e a s e d ri s k of a c y b er- s e c urit y att a c k u p o n t h e Tr u st.

If di s cl o s e d, s u c h i nf or m ati o n c o ul d b e u s e d t o i d e ntif y w a y s i n w hi c h o ur c o m p ut er s y st e m s c o ul d b e br e a c h e d.  P ati e nt

d at a a s w ell a s ot h er c o nfi d e nti al i nf or m ati o n c o ul d t h er ef or e b e a c c e s s e d.  T h e Tr u st h a s a d ut y t o pr ot e ct s u c h

i nf or m ati o n i n li n e Arti cl e 5 ( 1)(f) (i nt e grit y a n d c o nfi d e nti alit y) of t h e G e n er al D at a Pr ot e cti o n R e g ul ati o n s.

A s p art of t h e Criti c al N ati o n al I nfr a str u ct ur e f or t h e N H S, t h e Tr u st h a s a d ut y t o pr ot e ct t h e i nt e grit y of o ur s y st e m s. 

T h e di s cl o s ur e of t h e i nf or m ati o n r e q u e st e d c o ul d e x p o s e w e a k n e s s e s i n o ur s y st e m s a n d l e a d t o br e a c h e s, m a ki n g t h e

U K or it s citi z e n s, i n t hi s c a s e o ur p ati e nt s, m or e v ul n er a bl e t o s e c urit y t hr e at.  A s s u c h, w e c o n si d er it t o b e e x e m pt

u n d er S e cti o n 3 6 – Pr ej u di c e t o eff e cti v e c o n d u ct of P u bli c Aff air s ( 3 6 ( 1 b)( 2 c) of t h e F OI A, w hi c h e x e m pt s i nf or m ati o n

w h er e r el e a s e of t h e i nf or m ati o n w o ul d ot h er wi s e pr ej u di c e, or w o ul d b e li k el y ot h er wi s e t o pr ej u di c e, t h e eff e cti v e

c o n d u ct of P u bli c Aff air s. 

 

S e cti o n 3 6 i s a q u alifi e d e x e m pti o n; t h er ef or e t h e p u bli c i nt er e st i n wit h h ol di n g t h e i nf or m ati o n s h o ul d o ut w ei g h t h e

p u bli c i nt er e st i n it s di s cl o s ur e.  

T h e Tr u st h a s a p pli e d t h e p u bli c i nt er e st t e st a n d b eli e v e s t h at di s cl o s ur e of t hi s i nf or m ati o n c o ul d l e a d t o: 

•	 Br e a c h e s i n Tr u st s e c urit y a n d i s t h er ef or e a r e a s o n a bl e t hr e at t o t h e c o nfi d e nti al p ati e nt d at a h el d o n o ur s y st e m s.

•	 T e m p or ar y or l o n g t er m l a c k of a v ail a bilit y of I T s y st e m s

•	 C orr u pti o n/l o s s of p ati e nt d at a w hi c h w o ul d pr e v e nt or i nt err u pt pr o vi si o n of p ati e nt c ar e.

T h er e i s a str o n g p u bli c i nt er e st i n pr ot e cti n g t h e c o nfi d e nti alit y of p ati e nt d at a a n d of e n s uri n g t h at h e alt h c ar e s er vi c e s

c a n b e pr o vi d e d t o t h e p u bli c wit h o ut i n cr e a si n g t h e p o s si bilit y of att a c k b y h a c k er s or m al w ar e, or of p utti n g p er s o n al or

ot h er i nf or m ati o n h el d o n t h e s e s y st e m s at ri s k of c orr u pti o n or s u bj e ct t o ill e g al a c c e s s. F or t h e s e r e a s o n s, t h e Tr u st

h a s d e ci d e d t h at it i s i n t h e p u bli c i nt er e st t o wit h h ol d t hi s i nf or m ati o n at t hi s ti m e.
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The information I require is around the procurement side and we do not require any specifics (serial numbers, models,
location) that could bring threat/harm to the organisation. 

For each of the different types of cyber security services can you please provide me with:

 

1.      Who is the existing supplier for this contract?

2.      What does the organisation annual spend for each of contract? 

3.      What is the description of the services provided for each contract? Please do not just state firewall.

4.      Primary Brand (ONLY APPLIES TO CONTRACT 1&2)

5.      What is the expiry date of each contract?

6.      What is the start date of each contract?

7.      What is the contract duration of contract? 

8.      The responsible contract officer for each of the contracts above? Full name, job title, contact number and direct
email address.

9.      Number of Licenses (ONLY APPLIES TO CONTRACT 3)

As per Q1 & Q2

Please see our response above in blue.
Re-Use of Public Sector Information
All information supplied by the Trust in answering a request for information (RFI) under the Freedom of
Information Act 2000 will be subject to the terms of the Re-use of Public Sector Information Regulations 2005,
Statutory Instrument 2005 No. 1515 which came into effect on 1st July 2005.

Under the terms of the Regulations, the Trust will licence the re-use of any or all information supplied if being
used in a form and for the purpose other than which it was originally supplied.  This license for re-use will be in
line with the requirements of the Regulations and the licensing terms and fees as laid down by the Office of Public
Sector Information (OPSI).  Most licenses will be free; however the Trust reserves the right, in certain
circumstances, to charge a fee for the re-use of some information which it deems to be of commercial value.

Further information can be found at www.opsi.gov.uk where a sample license terms and fees can be found with
guidance on copyright and publishing notes and a Guide to Best Practice and regulated advice and case studies, at
www.opsi.gov.uk/advice/psi-regulations/index.htm 

If you are dissatisfied with the handling of your request, you have the right to ask for an internal review. Internal
review requests should be submitted within two months of the date of receipt of the response to your original letter
and should be addressed to the Freedom of Information Office at the address above. 

Please remember to quote the reference number, FOI 4216 in any future communications.

If you are not content with the outcome of the internal review, you have the right to apply directly to the
Information Commissioner for a decision. The Information Commissioner can be contacted at: Information
Commissioners Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.

Yours sincerely
Mike Burns

A SMOKE FREE SITE www.thewaltoncentre.nhs.uk



Mr. Mike Burns, Executive Lead for Freedom of Information

A SMOKE FREE SITE www.thewaltoncentre.nhs.uk


